Cyber manufacturing is transformative concept that involves the translation of data from interconnected systems into predictive and prescriptive operations to achieve resilient performance. It intertwines industrial big data and smart analytics to discover and comprehend invisible issues for decision making. With the advent of Internet-of-Things (IoT) and smart, predictive analytics technologies, companies have been building a networked data-rich environment, which calls for a systematic methodology to transform raw data into meaningful and actionable operations. This paper introduces a fundamental framework and architecture for cyber manufacturing systems.
Introduction
Today's manufacturing operations integrate resources in a more complex manner and global scale. Such levels of scale and complexity requires extensive collaboration. Through open innovation, companies can use crowdsourcing to bring in new resources to accelerate the innovation processes [1] . To achieve this, open platforms that consist of a wide spectrum of analytics tools are needed to support design, manufacturing, and services-currently, there are many on-going efforts to accomplish this. For example, GE has announced Predix™ as a cloud-based service platform to enable industrial-scale analytics for management of asset performance and optimization of operations [2] . National Instruments has introduced Big Analog Data™, which is a three-tier architecture solution [3] , and has ported the Watchdog Agent™ Toolkit into its LabVIEW development environment to support the rapid creation of smart analytics solutions throughout different big data applications [4], [5] . Germany is supporting Industry 4.0 as a new initiative to transform cyber-physical production systems as next-generation smart manufacturing systems [6] .
The number of efforts in this area is exemplary of the need for a multi-scale platform to address the following transformations in tomorrow's manufacturing:
Transformation from machine-based to evidence-based decision making. Traditionally, manufacturing system management heavily depends on experienced personnel. As these personnel, many of which are members of the -baby boom‖ generation, begin to retire, a great wealth of knowledge, know-how and understanding are lost. Therefore, a smart analytical system is needed to transform experience-based know-how into evidence-based decision making for sustainable operation.
Transformation from solving visible problems to avoiding invisible issues. Manufacturing issues can generally be divided into visible and invisible categories [7] . Through smart analytics of interconnected multidimensional systems, correlations and causal functions can be modeled so that meaningful and actionable operations can be extracted.
Transformation from control-oriented machine learning to data-rich deep learning. Conventional artificial intelligence-based machine learning technologies have been developed primarily for smart machine control. However, in a networked, data-rich environment, data conditions are dynamically changing which necessitates greater resilience in modeling of unknown issues. And rather than control, the purpose of cyber manufacturing is to enable users to comprehend the invisible causal relationships and make optimized decisions.
Definition
Cyber manufacturing is a transformative system that translates data from interconnected system into predictive and prescriptive operations to achieve resilient performance (Figure 1 ). It intertwines industrial big data and smart analytics to discover and comprehend invisible issues for decision making. In addition, a cyber-physical interface (CPI) plays a key role in cyber security for connected machines (see section 3.2.1).
Figure 1 Cyber Manufacturing System
Cyber manufacturing evolved from e-manufacturing, which is a systematic methodology that enables manufacturing operations to successfully integrate with the functional objectives of an enterprise through the use of tether-free (i.e. Internet, wireless, web, etc.) communication and predictive technologies [8] . As indicated in Table 1 , both e-manufacturing [8] and cyber manufacturing aim to reduce unexpected downtime and integrate operations with enterprise objectives. However, cyber manufacturing is targeting a system that is much more complex and data-rich, where technologies including smart analytics, distributed systems, control science, and operation management need to be integrated to construct a cyber-physical model [9] . Also, unlike problem-specific solutions in e-manufacturing, cyber manufacturing deploys digital twin technologies to support the life cycle of products. This will enable control systems to compensate or responsible personnel to intervene at the right time on the right assets. Currently, GE is developing Brilliant Manufacturing as a transformational system in the cyber manufacturing environment [10] . [12] , [13] , that enables technology developers to access and interact with data from various vendors. The National Institute of Standards and Technology (NIST) has also endorsed open-source solutions for interoperability of different data sources in a road map of smart manufacturing systems [14] .
Big Data and Disconnected Analytics
The massive amount of raw data available from factory floor creates opportunities to add intelligence to the manufacturing process. McKinsey Report indicated that manufacturing has the largest amount of data stored annually [15] . Meanwhile, the volume, velocity, and variety [16] of the generated data have provided industries with a noticeable challenge: how to extract actionable information from this big data.
To address this issue, machine health analytics need to be effectively integrated with factory operation analytics ( Figure 2 ). In addition, technologies such as Hadoop and Spark have been proposed to provide more powerful computational powers through cloud-based and distributed computing [17] - [21] . 
Industrial Cyber Security
Cyber security is one of the major hurdles in implementing cyber manufacturing as it is critical to have resilient capabilities for connected machines and systems in a cloud environment. One approach is to develop a smart cyber-machine interface (CPI) with a time-machine monitoring function so a virtual testing algorithm can be implemented for any control action as input to the physical machine or system. Cyber attacks can be categorized as general and targeted, the latter of which has increased in recent years. Targeted attacks use customized payloads and have higher impacts on the targeted enterprise [22] . Cyber security requires incorporating intelligence-driven approaches instead of solely depending on tools. For example, Defense in Depth is a traditional cyber security strategy that relies on various tools in each layer to ensure protection against attacks. An intelligence-driven use of Defense in Depth [23] requires continuous monitoring of the network and proactively response to potential attacks. Such strategy results in continuous improvement of the defense-intelligence [22] . In addition, developing strict guidelines, technical standards, and educating personnel to avoid social engineering attacks also play a significant role in supporting cyber-security efforts [19] .
Enabling Technologies for Cyber manufacturing 4.1 Internet of Things and Predictive Analytics
Internet-of-Things (IoT) defines the universe as the digital threads. The on-going rapid pace of implementing IoT has enabled the manufacturing industry to collect data from an increasing number of manufacturing assets. With semiconductor manufacturing at the frontier, machine tools, band saw machines, conveyors and even products are now able to generate diverse sets of data from controllers and add-on sensors. The key issues in IoT do not stop at connectivity, but also include how to identify critical assets/components to collect the right data, how to synchronize and bridge different sources of data together, and how to conduct analysis. In fact, predictive analytics is what really translates raw data into actionable information and brings out enormous business values of IoT [24] - [26] .
Cyber-Physical Systems and Platform
The core driving technology of cyber manufacturing is cyber-physical systems (CPS). CPS provides seamless integration between computational models and physical components while offering interoperability and resilience [27] . The -5C‖ architecture (Connection, Conversion, Cyber, Cognition, and Configuration) indicates that cyber-physical systems will transfer raw data to actionable operations, assist users to comprehend process information, and, eventually, to add resilience to the system through evidence-based decision making. Cyber Manufacturing Systems consist of two main functional components: (1) advanced interconnected sensing systems that majorly can be realized through IoT; (2) data management and smart analytics capabilities that transforms raw data into predictive and prescriptive operations [9] . Improved operational processes will then reduce lead time and increase productivity, thus making the enterprise more competitive and robust against changing customer needs.
Transformation to Cyber Manufacturing
As IoT and CPS technologies leap forward, cyber manufacturing realization will be facilitated through standardization between different assets and data hubs, more reliable cyber security, and a general, scalable platform for analytical technologies. Recently, the Center for Intelligent Maintenance Systems has been working on a National Science Foundation-awarded research project on cyber manufacturing [28] . As shown in Figure 3 , the enterprises with multi-scale, complex, and networked assets will be able to take advantage of cyber manufacturing to maintain productivity by reducing unexpected downtime, reconfigure production assets based on their health status, and thus inject resilience into manufacturing systems. Figure 3 Vision for Cyber-Physical System-enabled Manufacturing
Conclusions
This paper introduces the fundamental framework and architecture of cyber manufacturing. With a comparison to e-manufacturing, challenges were identified to be lack of standards, handling of big data, and cyber security. Enabling technologies must overcome these challenges while advancing capabilities of Internet-of-Things, predictive analytics, and cyber physical systems. Transformation from current manufacturing practices to cyber manufacturing requires advances in smart analytics, establishment of standards, and the development of a general platform to enable rapid decision making in a big data environment.
